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5.3

Introduction

The Information Sharing and Confidentiality policy sets out the requirements placed on all
Ormiston Families’ practitioners and staff when sharing service users’ information within
the organisation and between Ormiston Families and partner agencies.

Policy Statement:

Sharing information is vital for early intervention to ensure that service users with
additional needs receive the services they require.

It is also essential to protect children, young people and adults from suffering or likely to
suffer serious or Significant Harm.

Scope of this policy:

Practitioners and staff are sometimes uncertain about when they can share information
lawfully. The Information Sharing and Confidentiality policy ensures that they:

e understand and apply good practice in sharing information at an early stage as
part of preventative work;

e are clear that information can be shared where they judge that an adult or child is
suffering or likely to suffer serious or Significant Harm; and

e understand what information is and is not confidential, and the need in some
circumstances to make a judgement about whether confidential information can
be shared, in the public interest, without consent.

Who this policy applies to:

The Information Sharing and Confidentiality policy applies to all practitioners and staff
providing services to service users, their families and/or carers.

Definitions used in this policy:

‘Accurate’: ‘Information should be accurate, up-to-date and should clearly distinguish
between fact and opinion. If the information is historical then this should be explained.’
(Information Sharing Advice for practitioners providing safeguarding service to children,
young people, parents and carers’ July 2018.9)

‘Adequate’: ‘Information should be adequate for its purpose. Information should be of the
right quality to ensure that it can be understood and relied upon.’ (Information Sharing
Advice for practitioners providing safeguarding service to children, young people, parents
and carers’ July 2018.9)

Confidentiality and the Public Interest: Not all information is confidential. Confidential
information is ‘personal information of a private or sensitive nature’ which is not public
knowledge and which has been shared in a relationship where the person giving the
information understood that it would not be shared with others (Information Sharing:
Guidance for practitioners and managers, Department of Children, Schools and Families,
and Communities and Local Government, 2008, s.3.12)
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‘Confidence is only breached where the sharing of confidential information is not
authorised by the person who provided it or to whom it relates. If the information was
provided on the understanding that it would be shared with a limited range of people or
for limited purposes, then sharing in accordance with that understanding will not be a
breach of confidence. Similarly, there will not be a breach of confidence where there is
explicit consent to the sharing.’ (Information Sharing: Guidance for practitioners and
managers, Department of Children, Schools and Families, and Communities and Local
Government, 2008, s.3.14).

Even where sharing of confidential information is not authorised by an individual, it may
lawfully be shared if this can be justified in the public interest. In such circumstances,
seeking consent from the individual involved should be the first option, if appropriate.
However, where consent cannot be obtained to the sharing of the information or is
refused, or where seeking itis likely to undermine the prevention, detection or
prosecution of a crime, ‘the question of whether there is a sufficient public interest must
be judged by the practitioner on the facts of each case. Therefore, where a practitioner
has a concern about a person, he or she should not regard refusal of consent as
necessarily precluding the sharing of confidential information.’ (Information Sharing:
Guidance for practitioners and managers, Department of Children, Schools and Families,
and Communities and Local Government, 2008, s.3.38).

‘A public interest can arise in a wide range of circumstances, e.g., to protect children or
other people from harm, to promote the welfare of children or to prevent crime and
disorder. There are also public interests, which in some circumstances may weigh against
sharing, including the public interest in maintaining public confidence in the confidentiality
of certain services. The key factor in deciding whether or not to share confidential
information is proportionality, i.e., whether the proposed sharing is a response in
proportion to the need to protect the public interest in question. In making the decision,
the practitioner must weigh up what might happen if the information is shared against
what might happen if it is not, and make a decision based on a reasonable judgement.’
(Information Sharing and Confidentiality, Norfolk Safeguarding Children Partnership,
Information Sharing and Confidentiality, 2022, s.6.5).

‘It is not possible to give guidance to cover every circumstance in which sharing of
confidential information without consent will be justified. However, it is possible to identify
some circumstances in which sharing confidential information without consent will
normally be justified in the public interest. These are:

e whenthere is evidence that the child is suffering or likely to suffer Significant
Harm; or

e where there is reasonable cause to believe that a child may be suffering or likely
to suffer Significant Harm; or

e to prevent Significant Harm arising to children or serious harm to adults, including
through the prevention, detection and prosecution of serious crime, i.e. any crime
which causes or is likely to cause Significant Harm to a child or serious harm to
an adult.’

(Information Sharing and Confidentiality, Norfolk Safeguarding Children Partnership, Information Sharing
and Confidentiality, 2022, s.6.6).
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5.6

5.7

5.8

5.9

6.1

6.2

Privacy Notice: A privacy notice is a public document from an organisation that explains
how that organisation processes personal data and how it applies data protection
principles. If you are collecting data directly from someone, you have to provide them
with your privacy notice at the moment you do so.

Necessary and proportionate: ‘When taking decisions about what information to share,
you should consider how much information you need to release. The Data Protection Act
2018 requires you to consider the impact of disclosing information on the information
subject and any third parties. Any information shared must be proportionate to the need
and level of risk.” (Information Sharing Advice for practitioners providing safeguarding
service to children, young people, parents and carers’ July 2018.9)

‘Relevant’: ‘Only information that is relevant to the purposes should be shared with those
who need it. This allows others to do their job effectively and make sound decisions.’
(Information Sharing Advice for practitioners providing safeguarding service to children,
young people, parents and carers’ July 2018.9).

‘Record’: ‘Information sharing decisions should be recorded whether or not the decision
is taken to share. If the decision is to share, reasons should be cited including what
information has been shared and with whom’. ‘If the decision is not to share, it is good
practice to record the reasons for this decision and discuss them with the requester.’
(Information Sharing Advice for practitioners providing safeguarding service to children,
young people, parents and carers’ July 2018.9)

‘Secure’: ‘Wherever possible, information should be shared in an appropriate, secure
way.” (Information Sharing Advice for practitioners providing safeguarding service to
children, young people, parents and carers’ July 2018.9)

‘Significant Harm’: Significant harm is defined by Section 47(1) of the Children Act 1989
as the threshold that justifies compulsory intervention in family life in the best interests of
children. There are no absolute criteria on which to rely when judging what constitutes
significant harm. Sometimes a single violent episode may constitute significant harm but
more often itis an accumulation of significant events, both acute and longstanding, which
interrupt, damage or change the child's development. Physical abuse, sexual abuse,
emotional abuse and neglect are all categories of significant harm.

Roles and responsibilities:

When service users and their families first access our services and we collect their
personal data fromthem, practitioners and staff have a responsibility to explain openly
and honestly why, what, how and with whom information will, or could be shared, and
seek their agreement, unless it is unsafe or inappropriate to do so.

Practitioners and staff have a responsibility to adhere to the Department of Education’s
(July 2018) ‘Seven Golden Rules for Information Sharing’.

As such, practitioners and staff have a responsibility to:

e remember that the Data Protection Act 2018, the UK General Data Protection
Regulation (UK GDPR) and human rights laws are not barriers to justified
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6.3

7.1

7.2.

7.3

information sharing but frameworks for ensuring that personal information about
living individuals is shared appropriately;

e seekadvice from other practitioners if they are in any doubt about sharing the
information concerned, without disclosing the identity of the individual where
possible;

e share with informed consent where appropriate and, where possible, respect the
wishes of those who do not consent to share confidential information. Practitioners
and staff may still share information without consent if, in their judgement, there is
good reason to do so, such as where a service user’s safety may be at risk.
Practitioners and staff will need to base their judgment on the facts of the case;

e base information sharing decisions on considerations of the safety and wellbeing of
the service user and any others who may be affected by their actions;

e ensure that the information shared is necessary, proportionate and relevant for the
purpose for which it is shared, is shared only with those people who need to have
it, is accurate and up-to-date, is shared in a timely fashion and is shared securely.

e keep a record of any decisions to share information or not, and the reasons for it. If
information is shared, then a record of what has been shared, with whom and for
what purpose must be made.

When deciding whether there is a need to share information, practitioners and staff have
a responsibility to consider their legal obligations including:

¢ whether the information is confidential; and
e if it is confidential, whether there is a public interest sufficient to justify sharing the
information.

Information sharing:

When service users and their families first access our services and we collect their
personal data from them, practitioners and staff must explain openly and honestly, why,
what, how and with whom information will, or could be shared with reference to the
appropriate privacy notice for their service taking into account any additional accessibility
needs of the individual.

If Ormiston Families obtains personal data from a source other than the service user it
relates to, e.g. through referral from athird-party, practitioners and staff must provide
them with the privacy information identified in s. 7.1 above:

¢ within 1 month of obtaining the personal data;

¢ if we plan to communicate with the individual, at the latest, when the first
communication takes place; or

¢ if we plan to disclose the data to someone else, at the latest, when the data is
disclosed.

This process is summarised in Appendix A: When to provide privacy information.

As a general principle, practitioners and staff will only share information with the consent
of the subject of the information unless there is an alternate lawful basis for doing so as
recorded in their service’s privacy notice.

Page 7 of 13



7.4

7.5

7.6

7.8

7.9

In some circumstances, however, it will not be appropriate to seek consent before sharing
information with others and/or information can be shared where consent has been
refused.

‘Working Together to Safeguard Children’ (July 2018.19, s.27) states:

‘The Data Protection Act 2018 and General Data Protection Regulations (GDPR) do not
prevent the sharing of information for the purposes of keeping children safe. Fears about
sharing information must not be allowed to stand in the way of the need to promote the
welfare and protect the safety of children.’

The Data Protection Act 2018 contains ‘safeguarding of children and individuals at risk’ as
a processing condition that allows staff to share information without obtaining consent
from an individual, their family or representative.

This means that there is no requirement to obtain consent from an individual, their family
or representative when all of the following apply:

We need to:

e protect an individual from neglect or physical, mental or emotional harm, or
e protect the physical, mental or emotional well-being of an individual,

The individual is:

e aged under 18, or
e aged 18 orover and ‘at risk’,

We have to proceed without consent for one of the reasons listed below:

¢ in the circumstances, consent to the processing cannot be given;
e in the circumstances, we cannot reasonably be expected to obtain consent;

e we must proceed without consent because obtaining consent would prejudice the
provision of the protection mentioned above

An individual aged 18 or over is “at risk” if practitioners or staff have reasonable cause to
suspect that the individual:

e has needs for care and support,

e is experiencing, or at risk of, neglect or physical, mental or emotional harm, and

e as aresult of those needs is unable to protect themselves against the neglect or
harm or the risk of it.

Practitioners and staff must also share information when they are in situations where
there is a statutory duty or Court Order requiring the information to be shared. In such
situations, information should be shared even if consent has not been given. However,
wherever possible, the individual concerned should be informed about the information to
be shared, the reasons and to whom it will be disclosed.

Practitioners and staff must always consider the safety and welfare of a child when
making decisions on whether to share information about the child. Where there is concern
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7.10

7.11

7.12

7.13

7.14

7.15

7.16

that the child may be suffering or likely to suffer Significant Harm, the child’s safety and
welfare must be the overriding consideration.

Practitioners and staff should, where possible, respect the wishes of service users or
families who do not consent to share confidential information. However, they may still
share information if in their judgement there is sufficient need to override that lack of
consent (cf.s.7.3—7.6 above).

Practitioners and staff should seek advice fromtheir line-manager or a Designated
Safeguarding Lead (DSL) where they are in doubt, especially where the doubt relates to a
concern about possible Significant Harm to a child or serious harm to others.

The Designated Safeguarding Leads are:

Role: Name: Contact details:
DSL, Caldicott Guardian and Mark Proctor 07500045170
Operations Director

DSL Operations Manager Alison Williams 07540119527
DSL Operations Manager Amanda Newman | 07875587 384
DSL Operations Manager John Merralls 07773595155
Head of Quality & Governance Justin Claxton 07867 384671

The Operations Director also performs the role of Ormiston Families’ ‘Caldicott Guardian’.

The role of the Caldicott Guardian is to ensure that service user’s personal information is
used legally, ethically and appropriately, and that confidentiality is maintained.

The Caldicott Guardian also has oversight of all Information Sharing Agreements
between Ormiston Families and partner organisations.

No data sharing or disclosure is permitted to occur without a suitable legally enforceable
agreement satisfying the requirements for such agreements as set out in the Data
Protection Legislation being in place. Data sharing agreements must be approved by the
Caldicott Guardian and the Privacy Officer who will maintain a register of all such
agreements.

Appropriate risk assessments will be undertaken prior to any data sharing taking place on
those with whom we intend to share personal data.

Practitioners and staff should seek advice fromthe Caldicott Guardian if they have any
concerns regarding the confidentiality of personal information or information sharing with
partner agencies, including requests for the disclosure of information for research or to
the police.

Where they are in doubt over a decision, practitioners and staff should consult the ‘Key
Principles for Information Sharing’ flowchart reproduced in Appendix B.

Practitioners and staff should always record the reasons for their decision in a service
user’s care record — whether it is to share information or not.

Practitioners and staff should ensure that the information they share is accurate and up-
to-date, necessary for the purpose for which they are sharing it, shared only with those
people who need to see it, and shared securely.
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7.17

7.18

7.19

7.20

8.1

9.1

9.2

Practitioners and staff will treat case records relating to safeguarding concerns as ‘special
category personal data’ (Working Together to Safeguard Children 2018, section 28).

Practitioners and staff must ensure that ‘special category personal data’ is kept and
shared securely.

Practitioners and staff will ensure that paper records are:

e keptin folders with all documents firmly affixed to prevent their loss;
e storedin alocked cabinet with controlled access;

e accessed only as necessary to perform their required duties;

¢ notleft unattended when not in their normal location.

Practitioners and staff will ensure that electronic records are:

e protected by appropriate security measures including usernames, passwords and
encryption in line with the appropriate data protection and information asset policies.

If electronic records are shared externally with partner organisations, they will be
transferred using Egress encryption software.

Training:

To ensure the Information Sharing and Confidentiality policy is implemented all
practitioners and staff will undertake:

e ‘GDPR UK: Advanced’ online training during their induction;

e areview of the Information Sharing and Confidentiality policy with their line-manager
during their induction;

o familiarisation and review of the service privacy notice with a GDPR Champion during
their induction;

e [Egressemail encryption training during their induction period.

Dissemination and implementation:
The Information Sharing and Confidentiality policy will be disseminated to:

¢ all managers and GDPR Champions through email by the Head of Quality and
Governance;

o all staff through the intranet’s Newsfeed and upload to the Data Protection and
Information Assets and Safeguarding policies pages by the Head of Quality and
Governance ;

o the Data Protection People’s House Consultant.

Further information and training on information sharing, Egress and encryption will be
disseminated to all staff through the intranet’'s GDPR page.
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10. Monitoring:

10.1 Compliance with the Information Sharing and Confidentiality policy will be monitored
quarterly by the:

¢ Head of Quality and Governance at the Safeguarding Advisory Group;
e Head of Quality and Governance at Service Monitoring Challenge events.

11. Review:

11.1 The Information Sharing policy will be reviewed annually from February 2023.
11.2 The date of the next review will be February 2024.

12. References

12.1 Department for Education (July 2018) Information Sharing: advice for safeguarding
practitioners providing safeguarding services to children, young people, parents and
carers, last accessed 18th November 2022.

12.2 Norfolk Safeguarding Children Partnership Information Sharing and Confidentiality, last
accessed 18" November 2022.

12.3 Department for Education (July 2018) Working Together to Safequard Children: a guide
to inter-agency working to safequard and promote the welfare of children.

12.4 Department of Children, Schools and Families, and Communities and Local
Government, (2008) ‘Information Sharing: Guidance for practitioners and managers’
(archived)
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Appendix A: When to provide privacy information

When a service user's
personal datais...

...collected by Ormiston
Families directly:

At the time of data
collection

...not collected by
Ormiston Families directly,
e.g. through third party
referral:

n
HW

ithin a reasonable time of
collecting the data, but
within one month
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the first communication
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If disclosureto another

receipientis envisaged,

before the service user's
datais disclosed




Appendix B: Key Principles for Information Sharing derived from ‘Information Sharing: Advice for
practitioners providing safeguarding services to children, young people, parents and carers’ (July

2018).

Flowchart of when and how to share information

You are asked to share information

4| No H Does the information enable an indivicual to be identified? }4

You can
share

information?

Yes

v

—' Yes |<—| Do you have consent to share?! —

==

Is there a clear anc legitimate purpose for sharing _+|E

Not Seek
Yes :
sure advice
Yok Have you identified & lawful reason to share information
without consent? v
Do not
No >
|_|_|_‘ “] share

Share information:

. Identify how much information to share.

. Distinguish fact from opinion.

. Ensure that you are giving the right information to the right individual.
. Ensure where possible, you are sharing the information securely.

| » Inform the individual that the information has been shared if they were

not aware of this as long as this would not create or increase risk of harm.

v

Record the information sharing decision and your reasons

in line with your organisation or local procedures

If there are concerns that a child is in need, suffering or likely to suffer harm, then follow the
relevant procedures without delay. Seek acvice if unsure what to do at any stage and ensure

that the outcome of the discussion is recordec.
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